3GPP TSG SA WG3 (Security) Meeting #92bis
S3-182882
24-28 September 2018, Harbin (China)
revision of S3-18xabc
Source:
NEC Corporation
Title:
Resolving the SUPI from the SUCI based on the protection scheme used to generate the SUCI
Document for:
Approval
Agenda Item:
4.2.4
Abstract:                      This contribution proposes to add security related requirements of UDM and test case related to the de-concealment of the SUCI based on protection scheme used to generate SUCI in 33.514.
1
Decision/action requested

It is proposed to approve the test case given in this pCR
2
References

[1]           3GPP TS 33.501
[2]           3GPP TS 33.514
3
Rationale

According to TS 33.501, clause 5.8.2 the security requirements for UDM is stated as, “The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI.” The test case for verifying the stated security requirement is defined in this SCAS pCR document.
4
Detailed proposal 
***
BEGIN OF CHANGE ***
4.2.1
Security functional requirements on the AMF deriving from 3GPP specifications and related test cases
4.2.1.x De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Requirement Name: De-concealment of SUPI from the SUCI based on the protection scheme used to generate the SUCI. 

Requirement Reference: TBA

Requirement Description: "The SIDF shall resolve the SUPI from the SUCI based on the protection scheme used to generate the SUCI." as specified in TS 33.501, clause 5.8.2 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_DE-CONCEAL_SUPI_from_SUCI_UDM

Purpose: 

Verify that the SIDF De-conceals the SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Procedure and execution steps:

Pre-Condition: 

· UDM network product is connected in simulated/real network environment.

· Tester shall have access to the subscription data stored in UDR where the SUPI protection scheme and public/private key pairs are stored.

Execution Steps: 

Test case 1 (involves capturing authentication procedure (N1, N12 and N13 interface)):

Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
1.
Tester shall filter the N1 message (registration request) sent during primary authentication between UE and AUSF to retrieve the SUCI.

2.
Tester shall decrypt the SUCI using the protection scheme and home network private key.
3.
Tester shall filter the Nudm_Authentication_Get Response message sent from UDM to AUSF over N13 interface containing the SUPI.
4.
Tester shall compare the decrypted SUCI and the SUPI retrieved from Nudm_Authentication_Get Response message.

Test case 2 (involves capturing authentication procedure and access to UDR):

1.

Tester shall capture the entire authentication procedure between UE and AMF over N1, N12 and N13 interface using any network analyser. 
2.
Tester shall filter the N1 message (registration request) sent during primary authentication between UE and AUSF.

3.
Tester shall retrieve the SUCI from N1 message.

4.
Tester shall decrypt the SUCI using the protection scheme and home network private key.

5.
Tester shall retrieve the SUPI from the subscription data stored in UDR.

6.
Tester shall compare the decrypted SUCI and the retrieved SUPI.

Expected Results:
SIDF resolves the SUPI from the SUCI based on the protection scheme used to generate the SUCI.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
***END OF CHANGE ***

